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Abstract

Information security primarily deals with three dif-
ferent threats: disclosure of information (confiden-
tiality), modification of information (integrity), and
denial of access to information (availability) . This
paper describes the access control mechanisms that
are used to protect against those threats. The de-
scribed classical discretionary and mandatory access
controls primarily deal with the disclosure and mod-
ification of information. Discretionary access con-
trol lets the users control access to their data while
mandatory access control puts all the access decisions
under the control of a system. Role-based access con-
trol is the newer access control alternative which as-
sociates permissions and access rights with roles, and
assigns users to these roles. The domain and type
enforcement mechanism partitions the host operat-
ing system into access control domains and achieves
confidentiality, integrity and availability by confining
programs to their own domains. The described mech-
anisms represent the most widely studied and used
access controls today. The paper lays the foundation
for understanding security protection in modern op-
erating systems as well as other areas of computer
science.

1 Introduction

Information security primarily deals with three dif-
ferent threats: disclosure of information (confiden-
tiality), modification of information (integrity), and
denial of access to information (availability). This
paper describes the access control mechanisms that
are used to protect against those threats.

Access controls are used for limiting actions of com-
puter system users to prevent security breaches [11].
There exists a variety of access control mechanisms
and most of them are usually defined in terms of sub-
jects and objects. A subject is defined as a computer
system entity that initiates requests in order to com-
plete some task, in the context of an operating sys-
tem, subjects are typically the processes that operate
on behalf of the users of the system. An object is de-
fined as entity that an action is being performed on,
in a typical operating system an object might be a
file or a process.

1.1 The Access Matrix

A useful conceptual model that helps one to describe
the various approaches to access controls is the access
matriz [12]. The access matrix specifies the rights
that each subject possesses for each object. The rows
are labeled by subject names and column by object
names. Each cell of the matrix specifies the access
authorized for the subject in the row to the object in
the column. The task of access control is to ensure
that only those operations authorized by the access
matrix actually get executed. This is achieved by
means of a reference monitor, which is responsible
for mediating all attempted operations by subjects on
objects. Table 1 illustrates a sample access matrix.

In a large system the access matrix will be enor-
mous in size and mostly sparse. Thus access ma-
trix is rarely implemented as a matrix. Most popular
approaches to implementing the access matrix is by
means of Access Control Lists (ACL) and capability
lists.
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